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Antecendentes SIEM

e SIM — Security Information Management

e Sistema de Gestion de activos

* Incorpora sistemas de seguridad de la informacion

* Reportes deben ser mapeados a un sistema envolvente
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Antecendentes SIEM

e SEC - Security Event Correlation

* Analiza eventos y bitacoras

* Busca patrones de comportamiento inusual

 Alerta al responsable
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PSIEM — Security Information and
Event Management

* Convierte términos generalizados a
informacion administrable

* Implementar controles de seguridad e
infraestructura

 Combinacion de los sistemas SEC y SIM
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Objetivo

* Implementar un correlacionador de eventos
qgue centralice las bitacoras de los servicios
brindados por |la Subdireccion de Seguridad de
la Informacion en un solo servidor para
identificar comportamientos no deseados.

Logs

Logs s
SIEM

Logs s



Monitoreo
de servicios

Analisis de
vulnerabi-
lidades
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Deteccidn
de ataques

Conjunto
de reglas
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SIEM — Open Source

* Cyberoam iView
e AlienVault Ossim
 Bitsum

* Logalyze
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Comparativo SIEM

SIEM Rendimiento | Red | Log | Ataques | Agentes | Agentes | Otro Reportes | Servicio | URL
windows | Linux | Agentes Web
(correo,
sitios,
etc.)

SonicWall

Logalyze X Cisco, http://www.logalyze.com/
Juniper,
etc.

%rg /’ e ] e ] e e ] e http://bitsum.com/
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" ALIEN VAULT OSSIM

QVI¥®

ALIEN VAULT OSSIM

Install AlienVault USM 4.2 (641 Bit)
Inztall Alienwaunlt Senzor 4.2 (64 Bit)

http://www.alienvault.com
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Instalacion
 USM (Unified Security Management):

e Es lainstalacion completa para los servicios de
administracion.

e Sensor:

* Eslainstalacion de un sensor que reporta a un USM
instalado en otro equipo.




Configuracion AlienVault

AlienVault Setup :: alienvault :: O55IM 4.3.3.1

AlienVault Setup
AlienVault Setup

Sy=stem Settings

Svstem Updates

Configure Sensor
HMHaintenance

Tools

Jailbreak thi= Appliance
About

Apply changes

< Exit >
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Configuracion sensor

ABlienVault Setup alienvault :: O55IM 4.3.3.1

Configure Sensaor
Configure Sensor

Select Listening interfaces (promiscucus mode)

Configure Server IP
Configure Framework IP
Monitored networks

Select Metcflows Generator
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Recursos

* Arpwatch * Sudo

* Cisco-router e Syslog
 DHCP * Rsyslog

* Fortigate * Snort

* Nagios * PHP

* Pam-unix * Switch-Cisco

 SSH * Nmap-monitor




Latest SIEM vs Logger Events ?

4 Security events
0 Log events

14h

23h 0Oh 1h 2h 3h 4 5h 6h TFh Bh Sh 1 14h

SIEM: Events by Sensor/Data Source

sudo .
nagios
snort
syslog
. anomalies
alienvault =
cisco-router
pam-unix
0SEec
sshd

SIEM: Top 10 Events by Product Type

M Intrusion Detection
Operating System
Authentication and DHCP
Router/Switch
Server 17%
Anomaly Detection
M Infrastructure Monitoring
Alarm
W Application

Threat Level

20

100

Unresolved Alarms vs Opened Tickets
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S07
M Alarms
6
7 Tickets
ap |
il
T . . [P} "
oz, 75s, 2 Day, Yook ? Mooy,

SIEM: Top 10 Event Categories

M Authentication
System
Application
Exploit
Suspicious
Recon

W Alert
Availability

M Alarm

M Palicy
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Analisis

* Eventos de seguridad.
e Alarmas.

* Tickets.
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Eventos de seguridad

e Eventos capturados por Alien Vault:
* Sensor que lo detecto.

Event detalls

e Nombre.

Dete Aienvoult Sensor Inberfoce
2003-10-11 17:06:20 GMT-5:00 alienveu S etk

Triggered Signature Event Type ID Comgory S5 Cobaory

[ ] F e C h a . Normclized 1 0 M0 20 s "E SCAM Pt rial SSH Sean GUTEUND' 2003085 Recen M

Event Dot Scurce Name Froduct Type Data Source 1D
. srort Intnasign Detection Tl
o IP Orlgen. Source Adcess Source Por Destination Address Destination Port Proeect
[Host N 5 48495 N n TCR
.

* |P destino. = e S I N

32¢11163-0d84-0024-084 7 bdeesbds otke [ z 1 B

Event Comtext infomation is only available in 2henaul USM Server

v AlienVault Incident Response: Recon [/ Misc [Taxonomy]

v AlienVault Incident Response: Recon [Taoonamy]

{:.} Smort rule Devection
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Alarmas
* NUumero maximo de ocurrencias de un mismo
tipo de evento.
* Fecha.
e Estado de la alarma.
* Método usado.
* Nivel de riesgo.
* |P origeny destino.

Date = Status & Intent & Strategy % Method $ Risk ¢  Attack pattern Source % Destination

12:40:33 open 2} Bruteforce Authentication 55H 1 ~0 S alienvault

4 hours O @ WebServer Attack X85 1 —+0 g alienvault
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Tickets

* Asignar a usuario el seguimiento de evento.

Title * ossec: SSHD authentication success. ‘
AssignTo ™ Usar: Select one user - E
Priority * K v
Type * :ﬁ-momalies El
Source Ips |_ |
Dest Ips [ ]
Source Ports 4547 |
Dest Ports o |
Start of related events 2013-10-11 19:40:42 |
End of related events 2013-10-11 19:49:42 |
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Activos

Host | NG

IP Address FODN Device Type Description
Operating System Networks Asset Type
Linux:2.6 Pvi_010 (N 2 4 Intemnal
Asset Value Sensors Host Status
12345 I lienvault) Unknown
Snapshot
@ HIDS
@ Automatic Asset Discovery
Software Users Vulnerabilities Alarm s Events @ Availability Monitoring
Fackages

General 25

Software | SEWTiE'ES | Users | Properties Edit Availability Monitoring

+ F—— 22 ssh Yes Yes




View Service Status Detail For All Host Groups
View Host Status Detail For Al Host Groups
View Status Summary For All Host Groups
View Status Grid For All Host Groups

PING (PING)
| Host | Status || Services | Actions |

o S | U IR A B &

All Servers (all)

Nagios

Host Status Totals

| Up | Down || Unreachable || Pending |

T o 0

| All Problems || All Types |

T

Service Overview For All Host Groups

Windows_Server (Windows_Server)
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Service Status Totals

| Ok || warning || Unknown || Critical || Pending |

0

o N

| All Problems | All Types |

-
K

ajp13 (ajp13)

Host || Status | Services | Actions |

| Host

| Status | Services | Actions |

HDST- .- QH

os: A | Up | WG A B &

Dehian CNU/Linux Servers (debian-servers)

dns (dns)

| Host || status || Services | Actions |

Host | Status || Services | Actions |

| Host | status | Services | Actions |

Host- [ NEG—_— .- 18
Jp— .- QE‘

localhost @ - EEm L84

Host- N

18
I .- 2




Job Name:
Selecty Servern:

Frofile:

Schedule Method:

r Advanced

Eﬁn'lv scan hosts that are alive
Igreatly speeds up the scanning
Process)

[ Pre-scan locally
(do not pre-scan from scanning
SENSOr

DDBI not resalve names

Analisis de vulnerab

iScan net 10 |

First Available ServerDistributed [«]

—
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Ultimate - Full and Fast scan including Destructive tests |w | [Edit Profiles]
Dy of the Week El
Begin in | vear [ 2013 [w] Month [10[w] Dav |21 [v]
ey Thursday EI
Frequency Every | 1 ZI'I'-L'E'I'!I'EI
Time Haur | O T_l Minutes | O T]

'| -

t‘.l:f here 1o search assems (HosmMetworks)

cx Al Assets

« i Hosts

+ 4 Host Groups

* - o Metworks

# % Metwork Groups
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Escaneo vulnerabilidades

e
Import nbe fle

FI.'HI'II'IITF; Edi.'ﬂl'l".-

Mo Runnings Scans

Scheduled Jobs

et ] seorer |

Nome

scan net -
Scan net [
scan net I

Schedule Type
Weekly
Weekly

Weakhy

Time
00:00:00
Qo000
Qo000

Mext Scan
2003-10-22 00:00:00

2003-10-24 000000
2003-10-25 000000

Action
Enabled |
Enabled B
Enabled L )

[] scHEDULED -
SCHEDULED -
-scan netl
SCHEDULED -

SCHEDULED -

SCHEDULED

SCHEDULED -

SCHEDULED -

Job Nome
Fcan ne:-

Scann E't-

Vulnerabilidades
scan ne-
scan nediill
scan e

Lawsnch Time
201 3-10-18 00:00002
2013-10-17 0000002
20013-10-15 12:03:02
20013-10-07 18:00:02
2001 3-08-21 17:54:22
200 3-08-21 15:00:02

2013-08-21 14:30003

Sean Start Time
2013-10-18 12:23:27
2013-10-1812:22:03
2013-10-1812:21:03
2003-10-07 18:00:03
2013-08-22 10:558:03
2003-08-21 15:00:02

2001340821 14:30003

Scon End Time
2013-10-18 14:05:02
2013-10-18 14:25:45
2013-10-18 14:25:42
2013-10-07 21:19:36
2013-08-22 11:50.57
2013-08-21 21:07:48

2013-08-21 14:36:13

Sean Time

101 mins

Next Scan

123 mins
124 mins
198 mins
53mins
367 mins

& mins

Yulnerable

Yes

1 [Sean fubet] 7]
Ar@s HeaF
AHOdE How

Af@EE 05T
gt e B R LR
Aeads K08

Rﬂ'l-';:' o P L:n:*l-'

Edit Awailability Monitoring

Available

Yes
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Reporte de vulnerabilidades

By Seventy | By Serices - Top 10 Top 10 Hosts  Top 10 Networks
. He:st- [73]
i B Sericus [22] —— I
B High [122] Host- IR (62] |
B Medium [116) Host- I (5&] |
Low [1926
m 13263 slienvault [56] |
Infe [753]
Het- I [55) |
Host BN (4] |
55| Hest- I (5<] |
Host- I [52] I
I -] |
Host- I 50] |

v Current Vulnerabilities

Asset Vulnerability Details

| GSem’ce C‘Free fent @Humﬂer m

Host - 1P Dote/Time Protile et [ e (S R
All - - 22 122 116 1926 755 g-ﬂa
Host 2013-08-21 20:24:22 Ultimaze 0 (] 16 42 15 gﬂa ]
Host [ | 20131007 21:16:35 Ultimare ] (] 4 37 15 gqﬂa ]
.
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Directivas

p User Contributed (4 directives] o reer 2
» Alienvault Scada Home ferine gt
AV-FREE-FEED Web attack, XSS attack
» Alienvault Network -
axonomy
P AIiE"UH.LIIt MiSC [_I dirEl:'ti'llrE] Intent: |Explu:uitatiu:un&Installatiu:un EI
Strategy: |WehServerﬁ-.ttack EI
b Alienvault Scan [15 directives] Method: X5 |
. . Priority
P AI'E"UHUII PﬂllCF [I'ﬂ IjiFEI?ti'u’EE] —
» Alienvault DoS ]
I
p Alienvault Malware (33 directives] ]
.
p Alienvault Attacks [1o directives] s
p Alienvault BruteForce [i5 directives] ﬁ
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Directivas modificadas

w User Contributed (4 directives)

b [ W & AV-FREE-FEED Web attack, X55 attacks detected against DST_IP
— Explcitation & Installation, WebServer Attack, ¥X55

p (LTS AV-FREE-FEED Metwork scan, 55H outbound scanning behaviour detected from SRC_IP
—# Reconnaissance & Probing, Scan from internal netwoerk, S3H Scanning

y V(LTS AV-FREE-FEED Metwork scan, Microsoft Remote Desktop service discovery from SRC_IP
—* Reconnaissance & Probing, Service discovery, Microsoft Remote Desktop

P V(LTS AV-FREE-FEED Network scan, 55H outbound scanning behaviour detected from SRC_IP
-~ Delivery & Attack, WebServer Attack, Attack Pattern Detection

v ¢ 3 g AVFREEFEED Web attack, XSS attacks detected against DST_IP
- Exploitation & Installation, WebServer Attack, XSS

v Rules
Mo | Relobiity Tmeost Occumence  Fom  To  DotoSouce  EwentTpe L) Action
W XSS (Cross Site Scripting) attempt 4 None l o RN ¢ ANY  # ossecattack(7059) #SIDs:31154 » More o
w X85 (Cross Site Scripting) attempt b 360 I ¢ 1SRCIP ¢ 1:DST_IP ¢ ossecattack(7059) ¢ SIDs:31154 »More ¢ T 4
XSS (Cross Site Scripting) attempt 8 43200 10000 @ 1SRCIP ¢ 1:DST_IP # ossecattack(7059) ¢ SIDs:31154 » More ¢ § g @

» Directive info
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Rules Files Rule Editor
zeus_rules.xml v 25 <group name="zeus,"r
26 <rule id="31200" lewvel="0">
= ¢ zeus_rules.xml 27 {decuded_as}zeus{fdecnded_asﬂ
= & group name="zeus" 28 <description»Grouping of Zeus rules.</description>
w- @ Attributes 29 </rule>
w4 rule id="31200" - _
: - " 31 <rule id="31201" lewvel="Q0">
w4 rule id="31201 ) . .
L le id="31202" 32 <if =5id>31200</if =id>
E ?‘ru - " 33 <regex»™ [V5+ \5+4] INFO:|~[\3+ “3+] 55L:</regex>
fmg:rﬂefg=l§:§gi" 34 <description>Grouping of Zeus informational logs.</description>
rule 1=
#1 rule id="31205" 22 <z
& § rule id="31206" 37 <rule id="31202" level="4"y
- rule id="31251" 8 <if 5id»31200</if sid>
349 <regex>™ [YW3+ \5+] WARN:</regex»
40 <description>»Zeus warning log.</descriptiony
41 </rulex
42
93 <rule id="31203" lewvel="9">
44 <if =id»31200</if sid>
45 <regex>”[\5+ \5+4] SERIOUS:</regex>
46 <description»Zeus serious log.</descriptiony
47 <frule>
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Alertas por correo

You can use the following keywords within any field which will be substituted by it's matching value upon action execution:

o DATE e EVENT_ID

e PLUGIN_ID e PLUGCIN_NAME
« PLUGIN_SID e SID_NAME
 RISK » USERNAME

* PRIORITY « PASSWORD
« REUABILITY e FILENAME

e SRC_IP_HOSTNAME * USERDATAI
e DST_IP_HOSTNAME e USERDATA2
« SRC_IP e USERDATAS
e DST_IP o USERDATA4L
* SRC_PORT e USERDATAS
e DST_PORT e USERDATAS
« PROTOCOL e USERDATA7
« SENSCR e USERDATAS
e BACKLOG_ID e USERDATA9

I o oier l

mall alert

DR 5006 i mcssso o
e Otry @onl e snsem O oeine ot cndiion

e )
e 1
D e |

alarm SID_NAME trigged SRC_IP to rarget DST_IP over PROTOCOL

N
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ministracion AlienVau

e |
] o |

| Asctochongeposwordatnextiogin @ ves o
et snn ] ©ve: Ono

¥ Allowed Menus

Select / Unselect all

Dashboard -> Owerview

Dashboard -> Owverview -> Manage Dashboards
Dashboard -» Owerview -= Metrics

Dashboard -> Risk Maps

Dashboard -> Risk Maps -> Manage Risk Maps
Dashboard -= OTX {Open Threat Exchange)

Analysis -> Security Events {SIEM)
Analysis -» Security Events (SIEM) -= Real Time
Analysis -> Security Events (SIEM) -= Delete Events

—
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Beneficios

Aprendizaje de la red
Centralizar bitacoras
Deteccion de posibles ataques.

Es compatible con la mayoria de los
dispositivos actuales

Actualizacion constante del sistema
Presenta informes ejecutivos y técnicos
Facil Administracion



Puntos débiles

* Limita al usuario root

* Conocer ampliamente el entorno de red
* No permite administrar la base de datos
* No resuelve los problemas de seguridad

root:~§ 1Is /
{*** forbidden path -> "5" i ) . '
|1*** You have 18 warning(s) left, before getting kicked out.

|This incident has been reported.
root:~$ |




Seguridad Informatica

Oportunidades de mejora

 Comprar licencia AlienVault

e Sensores en diversas dependencias de la
UNAM
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¢ Preguntas?




