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Entender el funcionamiento actual de la infraestructura web con la que
actualmente cuenta la CSI/UNAM-CERT. Realizar la migracion de infraestructura
Web de las versiones actuales a versiones posteriores para el CMS Drupal.
Instalar y configurar el funcionamiento y seguridad de la misma infraestructura
para los CMS con los que actualmente funcionan los sitios web de la CSI.
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% Migracion de plataforma Web de la
CSI/UNAM-CERT a una version posterior
de CMS Drupal utilizando scripts para
automatizar.

% Hardening del servidor en donde se aloja
el nueva plataforma Web.

% Desarrollo de script para reparar el
historico alojado en CSI/UNAM-CERT




A

LOGWATCH

_ IPTABLES
% modsecurity
G | t La b Open Source Web Application Firewall sl

vmware

PostgreSQL. FAIL2BAN

IIIIIIIIIIIIIIIIIIIIII

APACHE

OOOOOOOOOOOOOOOOOO




Z. .}.’
3.

+ Para el desarrollo del proyecto se utilizé la metodologia agil SCR\UM\ por su-’
enfoque en la realizacién de tareas en periodos cortos de tiempo y su
flexibilidad en la adaptacion de cambios.

% Se llevo a cabo un analisis del planteamiento proporcionado por el lider del
proyecto y se recopilaron los requerimientos del proyecto.

% Con esta informacion se dividio el proyecto en tareas menores, las cuales se
fueron realizando en periodos de 5 dias a las semana; cada fin de semana se
midio el incremento del avance obtenido.
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Hardening

Politicas de contrasefa
Politicas de Sudo

Cuotas de disco

Configuracion de SSH
Prevencion de intrusos

Analisis de registros del sistema
Firewall

WAF
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Cambio de contrasefia cada 6 meses
Longitud de 12 caracteres
Con caracteres alfanumericos y no alfanumericos

# Politicas de contrasefa

Solo se puede repetir dos veces un caracter de forma consecutiva

No debe de tener el nombre del usuario

SECRETAS

ROBUSTAS

NO REPETIDAS

CAMBIADAS
PERIODICAMENTE
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% Politicas de Sudo

+ Cada usuario solo podra ejecutar programas con privilegios de
otro usuario que se especifiguen en el sudoers.




Las cuotas de disco permiten limitar el espacio de almacenamiento que puede
utilizar un usuario en el sistema.

Programas utilizados:

quota

ioge
% Cuotas de disco
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FAIL2BAN

[Fail2Ban] sshd: banned 7=~ from Revisiones ’

Fail2Ban <reportes_sistemas@cert.unam.mx:> RS
Sun 9/26/2021 5:04 PM

To: Luis David Barragan Ramirez
Hi,

The IP " 70000 has just been banned by Fail2Ban after
5 attempts against sshd.

Here is more information about 77 0

#

# ARIN WHOIS data and services are subject to the Terms of Use

# available at: https://www.arin.net/resources/registry/whois/tou/

#

# If you see inaccuracies in the results, please report at

# https://www.arin.net/resources/registry/whois/inaccuracy_reporting/
#

# Copyright 1997-2021, American Registry for Internet Numbers, Ltd.
#

NetRange: I - T
CIDR: T




/etc/logcheck/logcheck.conf Logﬂﬂd(@ =

/usr/share/logwatch/default.conf/logwatch.conf LOGWATCH

logcheck system account <reportes_sistemas@certunammx> & ... Logwatch for Revisiones (Linux)

Fri 10/1/2021 6:00 PM .

To: Luis David Barragan Ramirez o reportes_sistemas@cert.unam.mx D9 9 2
Sun 9/26/2021 6:00 PM

This email is sent by logcheck. If you no longer wish to receive To: Luis David Barragan Ramirez

such mail, you can either uninstall the logcheck package or modify

its configuration file (/etc/logcheck/logcheck.conf). SHEEHHEHEEHERHEHAEE Logwatch 7.4.3 (04/27/16) #HEHHHEEHHHIERH

Processing Initiated: Sun Sep 26 18:00:06 2021

System Events Date Range Processed: today

T N {2021—Sep—26}

[Fri Oct 01 00:00:04.860564 2021] [ssl:warn] [pid 5824] AH01909: ; | fPenod '5. day.

cert.unam.mx:443:0 server certificate does NOT include an ID which matches the Detail Level of Output: 0

Type of Output/Format: mail / text

Selvername, . i . . Logfiles for Host: Revisiones
Oct 100:00:03 Revisiones systemd([1]: Starting Daily man-db regeneration... S
Oct 1 00:00:04 Revisiones systemd[1]: Reloading The Apache HTTP Server. e




Crearon politicas restrictivas, las cuales fueron las siguientes: X 42

Y/ K/ 7/ K/ X/ K/
LS X I X QR X IR X QI X4

Permitir el acceso a ssh

Puerto 80 accesible

Permitir el acceso al servicio de resolver dominios(DNS)
Permitir el acceso a los repositorio del sistema

Permitir el acceso al servidor de correos

Permitir el acceso al servicio de sincronizacion del tiempo NTP

IPTABLES




root@debian:~# sudo apt install libapache2-mod-security2
Leyendo lista de paquetes... Hecho

Creando arbol de dependencias

Leyendo la informacién de estado... Hecho

Se instalaran los siguientes paquetes adicionales:
liblua5.1-0 modsecurity-crs

Archivo Modsecurity.conf
SecRuleEngine DetectionOnly > SecRuleEngine On

OWASP ModSecurity Core Rule Set
wget https://github.com/coreruleset/coreruleset/archive/v3.3.0.zip
mv modsecurity/

Apache2

Archivo security2.conf

IncludeOptional modsecurity/rules/.*.conf

# IncludeOptional /usr/share/modsecurity-crs/*.load
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Hoy es: domingo, 26 de septiembre de 2021

Hoy es: domingo, 26 de septiembre de 2021
Reportaa

Buscamos mejorar [a seguridad de fa informacion en RedUNAM e Infermetal | " cies@oert unam.mx

responder a incidentes, analizar amenazas e intercambiar informacion de

Buscamos mejorar la seguridad de la informacion en RedUNAM e Internet al
PR e s

responder a incidentes, analizar amenazas e intercamblar informacién de
ciberseguridad con otros equipos de respuesta.
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© Instalacion de CMS Drupal 8 | )i
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root@debian: ~ x ' o K
Archive Editar Ver Buscar Terminal Ayuda S A 7

:~# ./InstalacionDrupal8.sh
Instalacion de Drupal 8
Actualizacion de Linux
Instalacion dependencias o9
Instalacion de composer
Instalador verificado
ALl settings correct for using Composer
L ing...
30 packages you are using are looking for funding.
Use the “~composer fund command to find out more! Home
Instalacion de Drupal 8

Drupal 8

— Drupal 8 developer

You are abouF to: ) ) Search .
* Create a sites/default/settings.php file [A)gln.}kCCOIU1t
* DROP all tables in your ‘'drupal8l' database.

. Login || Create new account || Reset your password
// Do you want to continue?: yes.

Username *

[notice]
[notice]
[notice]
[notice]
[notice]

Starting Drupal installation. This takes a while.
Performed install task: install select language
Performed install task: install select profile
Performed install task: install load profile
Performed install task: install verify requirements
Performed install task: install settings form
Performed install task: install write profile L O J
Performed install task: install verify database ready
Performed install task: install base system

Performed install task: install bootstrap full
Performed install task: install profile modules LOGIN
Performed install task: install profile themes

Performed install task: install install profile

Performed install task: install configure form

Cron run completed.

Performed install task: install finished

EEEY] Installation complete. User name: admin User password: pNzxGatéwh 1

Enter your drupal-8 username.

Password *

Enter the password that accompanies your username.

[notice]
[notice]
[notice]
[notice]




root@debian: ~ x

Archivo Editar Ver Buscar Terminal Ayuda

root@debian:~# ./InstalacionModulos.sh
Permisos
No composer.json in current directory, do you want to use the one at /var/www/drupal8? [Y,n]? y

Continue as root/super user [yes]?
Using version "6.4 for phpmailer/phpmailer
./composer.json has been updated
Running composer update phpmailer/phpmailer
Loading composer repositories with package information
Updating dependencies
Lock file operations: 1 install, © updates, © removals
- Locking phpmailer/phpmailer (v6.4.0)
Writing lock file
Installing dependencies from lock file (including require-dev)
Package operations: 1 install, 0 updates, 0 removals
- Downloading phpmailer/phpmailer (v6.4.0)
- Installing phpmailer/phpmailer (v6.4.08): Extracting archive
3 package suggestions were added by new dependencies, use ‘composer suggest’ to see details.
Generating autoload files
29 packages you are using are looking for funding.
Use the “composer fund  command to find out more!
Modulos de migracion
migrate_upgrade was not found.
The following projects provide some or all of the extensions not found:
migrate upgrade
Would you like to download them? (y/n): y
Project migrate upgrade (8.x-3.2) downloaded to
/var/www/drupal8/web//modules/migrate_upgrade.
The following projects have unmet dependencies:
migrate upgrade requires migrate_ plus
Would you like to download them? (y/n): y
Project migrate plus (8.x-5.1) downloaded to /var/www/drupal8/web//modules/migrate plus.
Project migrate plus contains 6 modules: migrate example setup, migrate example, migrate json _example, m
igrate example advanced setup, migrate example advanced, migrate plus.
The following extensions will be enabled: migrate_upgrade, migrate plus, migrate drupal, migrate
Eo you really want to continue? (y/n): ¥y
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Proceso de migracion de Drupal 7a &~ ™
Drupal 8 |

ruta="/var/www/drupal?.11"
db="d7" echo
ip="16.2.6.1"

Modulos de migracion™

vendor/bin/drush en migrate_upgrade -y
pas="holal23.,” o ] -

name="1luis" vendor/bin/drush en migrate_plus -y
“Modulos de migracion® vendor/bin/drush en migrate_tools -y

echo

iLos de iCL

EHabilitg Los
#Habilita los

sudo vendor/bin/drush en migrate_upgrade -y »» archivo.log 2:error.log

sudo vendor/bin/drush en migrate_plus -y »» archivo.log 2rerror.log
sudo vendor/bin/drush en migrate_tools -y »*» archivo.log 2rerror.log

ucture 4% Appearance  Pe Extend | Configuration @) Translation Iy People I Reports @ Help

#Conexidn para comenzar La m

sudo vendor/bin/drush migrate

#¥er

Seguridad UNAM CERT

#igrar toao el C 1do

Inicio | Incidentes | Colaboracion | Nosotros

sudo vendor/bin/drush migrate-import --all

sudo vendor/bin/drush migrate:import upgrade_d7_user_role
R . . + Completed 101 upgrade tasks successfully
sudo vendor/bin/drush migrate:import upgrade_d7_user
X L . Congratulations, you upgraded Drupal!
#Ver el contenido mig

X Review the detailed upgrade log
sudo vendor/bin/drush ms

Home

Q Page not found
The requested page could not be found.
Tools

Add content

Add feed
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@ ® 127.0.0.1/admin/content

I content ¢k stuctwre & Appearance P Extend A Configuration @) Transiation Sy People  |§ Reports @ Help

R

TITLE

Créditos

FAQ

Objetivos

Mision y Vision

Acerca dela €SI

Capacitacion

Proyectos

Servicios

Mapa de Gbicacion

Uso seguro de redes sociales e intemet

Consejos para protegerse del malware

Actualizaciones de Seguridad

CONTENT TYPE

Basic page

Basic page

Basic page

Basic page

Basic page

Basic page

Ponencia

Ponencia

Basic page

Basic page

Basic page

Animacien

AUTHOR

admin

admin

admin

admin

admin

admin

admin

admin

aaquilar

admin

aaguilar

admin

STATUS

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

UPDATED

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/07/2021 -

04/06/2021 -

06:47

06:42

06:41

06:40

06:39

06:38

06:34

06:26

03:39

03:27

03:22

2315

OPERATIONS

(edit | -

GabD
(eat [-)
(edt |-
(edt |-

T )
( edit | -
( Edit |+)

i content ¢k Structure 43 Appearance  Pge Extend

9, configuration

Spam

debian@debian: ~/Descargas/migracion-drupal-master

Software antivin{

Archivo Editar Ver Buscar Terminal Pestafias Ayuda
root@debian: ~/Descargas/migracion-drupal-master/hardening

root@debian:/var/www/drupal8# drush pm:uninstall migrate

The following extensions will be uninstalled: migrate, migrate drupal, migrate drupal ui, migrate plus, migrate tools, migrate_upgrade

Do you really want to continue? (y/n): y
migrate was successfully uninstalled.

migrate drupal was successfully uninstalled.
migrate drupal ui was successfully uninstalled.
migrate plus was successfully uninstalled.
migrate tools was successfully uninstalled.
migrate upgrade was successfully uninstalled.
root@debian: /var/www/drupals#

root@debian: ~/Descargas/migracion-drupal-master

List Update Uninstall

Home » Administration » Extend

The uninstall process removes all data related to a module.

‘migrate |( Search )

‘ migrate ‘
Enter a part of the module name or description

UNINSTALL NAME

Migrate

Migrate Drupal

U Migrate Drupal Ul

Migrate Plus

o Migrate Tools

No comments available.




Vistas:

0
%

<3
<
<
<3
<
<3
<3
<
<3
<
<3
<3

0
%

animaciones-show
archive
boletines
coloquios
comics
consejos
diccionario
documentos
infografias
noticias

pentest
personajes
presentaciones
vulnerabilidades
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Estadisticas

Noticias
Vulnerabilidades
Capacitacion
Animaciones

Consejo de Seguridad
UNAM-CERT

Comic

Becarios

Otros: I
% Campos de Menu Principal
% Tema del sitio web
% Creacion de usuarios




Historico

DGTIC

L N

Python3 cambioextencion.py ./historico

root@debian: ~/Descargas

Archivos actualizados: 8/12071

Archivo Editar Wer Buscar Terminal Pestafias

./Descargas/historico/descarga.dsc-arch=3342

Archivo Editar Ver Buscar Terminal Pestafias Ayuda

root@debian:

/home/debian/Descargas/historico/descarga.dsc-arch=3035

IArchivos actualizades: 10720/10723
Elapsed time: 3.0103070647 horas
Tiene correo nuevo en /var/mail/root

[Descargas/migracion-dr Ll[ml-mfl‘_wh-l

1

seguridad.unam.rm

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.@1 Transitional//EN" “http://wem.w3.org/TR/html4/loose.dtd™>

<html>
<head>

<link rel="slternate" type="spplication/rss+xml" href=

<title>Usuarios de Skype afectados por ransomware en anuncios maliciosos | Noticias - €SI -</title>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge" >

<meta " content="Accept-Encoding”>

<meta 572144752"/>

<meta 217582688303467"/>

<meta g appsunamcert: comment™>

<link rel="shortcut icon" href="/historico/vistas/img/icon/dsc.ico"s

<link "alternate” type="application/rsstxml” href="/historico/xml.dsc-arch=noticias_dsc” title="Hoticias de Seguridad en Computo™>
<link lternate” type="spplication/rssexml” hr
<link lternate” type="spplication/rss+xml” hr

/xml.dsc-arch=bol_unam-cert” tit
../xml.dsc-arch=documentos_dsc” title="Documentos publicados por la CSI/UNAM-CERT">
<link href="/historico/vistas/css/all/layoutDSC.css” rel="stylesheet” type="text/css” media="screen”>

<I--[if IE]>
<link href="/vistas/css/all/ie_fix.css" rel="stylesheet" type="text/css" media="screen">
<![endif]-->

<l--[if lte IE 6]>
<link href="/historico/vistas/css/all/ics_main.css® rel="stylesheet” type="text/css" media="screen">
<Iendif]-->

<!--[if 1E 7]>
<style type="text/css">

/historico/xml.dsc-arch=vulne_dsc” title="vulnerabilidades de Seguridad en Computo™>
"Boletines de Seguridad en Computo, UNAM-CERT">

#submenu 1i {width:130px;padding:@;display:inline;}
</style>
<![endif]-->
<script src="/historico/vistas/js/jquery.min.js" type="text/javascript"s</script> <seript src="/historico/vistas/js/anuncios.js"

type="text/javascript"></script>

</head>
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http://drive.google.com/file/d/1FOPbCPyJUfyWRoM28aFOpM6d1BsddXCR/view

Migracion

Enlaces Rotos
Migracion de imagenes
Migracion de contenidos
Tema principal
Compatibilidad Médulos
Modulos LDAP Y SMTP

7 7 K/ K/ X/ K/ X/
L X X I X R X S R X I X4
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